Supplementary Privacy Policy
for
the IstroSec Gryphon computer program

Version: 1.0
Effective Date: January 15t 2026

1. Introduction

This privacy policy ("policy" or "privacy policy")

explains how personal data is collected,
processed, and protected when using the
IstroSec Gryphon computer program
("Gryphon").

These policy for the IstroSec Gryphon computer
program are fully subject to the general Privacy
Policy of IstroSec, with its registered office at
Cernydevského 10, 851 01 Bratislava, Slovakia,
registered ID No. 53 849 060
("IstroSec"), apply in full to this privacy policy
for the IstroSec Gryphon computer program,
with specific circumstances relating to the
processing of personal data when using
Gryphon included in this privacy policy.

under

In this regard, the Gryphon user acknowledges
that this privacy policy does not replace the
specific obligations of the Gryphon user arising
from Articles 13 and 14 of the GDPR when using
Gryphon.

2. Types of personal data processed

As part of Gryphon's protection against
ransomware attacks, a wide range of personal
data may be processed in order to detect types
of behavior (activities) indicating that a security
incident (e.g., a ransomware attack) is being
prepared or is in progress. In this context, the
following types of personal data may be

processed within Gryphon:

Identification data: e.g., user's first and last
name, user name (nickname).
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1. Uvod
Tieto zasady ochrany osobnych Udajov
(,zadsady" alebo ,zdsady ochrany osobnych

udajov") vysvetluju, ako su zhromazdované,
spracivané a chranené osobné udaje pri
IstroSec

pouzivani pocitatového programu

Gryphon (,,Gryphon").

Na tieto zdsady ochrany osobnych Udajov k
pocitacovému programu IstroSec Gryphon sa
v celom rozsahu aplikuju vSeobecné Zasady
ochrany sukromia spolocnosti IstroSec, so
sidlom na adrese Cerny$evského 10, 851 01
Bratislava, Slovensko, registrovanu pod cislom
1C0 53 849 060 (, IstroSec"), pricom $pecifické
okolnosti tykajlce sa spraclUvania osobnych
Udajov pri pouziti Gryphon su zahrnuté do
tychto zasad ochrany osobnych udajov.

Pouzivatel Gryphon v tejto suvislosti berie na
vedomie, ze tieto zdsady ochrany osobnych
udajov osobitné
pouzivatela Gryphon vyplyvajice z ¢l. 13 a 14
GDPR pri pouzivani Gryphon.

nenahradzaju povinnosti

2. Typy spracuvanych osobnych Gdajov

V rémci Gryphon ako ochrany pred utokmi typu
ransomvér mdze byt spracivany Siroky rozsah
typy
spravania (aktivit) nasvedcujucich tomu, ze sa
pripravuje alebo prebieha bezpecnostny
incident (napr. ransomvérovy utok). V tejto
sUvislosti byt Gryphon
spraclvané nasledovné typy osobnych Udajov:

osobnych Udajov v zaujme odhalenia

mozu vV réamci

Identifikacné Gdaje: napr. meno a priezvisko
pouzivatela, oznacenie pouzivatela (nickname).




Contact details: e.g., wuser's place of
residence/correspondence  address,
email address, user's telephone number.
Technical and operational data from end
devices: e.g., IP address, MAC address of the
device.

Other data: e.g., operating records (e.g., user
activities, access attempts, data flows, system
errors), metadata (e.g., name, type, file size,

date of creation/change).

user's

3. Data Retention

Data processed in connection with the
operation of Gryphon (e.g.,
technical/operational data, MAC address, IP
address, license, etc.) is stored for as long as
the user uses the service and, after termination
is processed
anonymized form (it is no longer personal
data).

of use, in pseudonymized or

Data processed for the purposes of
improving and optimizing the service
(analytics, abuse prevention) is stored for the
duration of the service use and then for 3 years
after its termination.

Data processed in with
inquiries and requests from customers
(users) is stored for a maximum of 1 year after
the request has been processed.

Data processed in connection with the
exercise of the rights of data subjects (e.g.,
requests for access to data) is stored for 5 years
from the date of processing the data subject's
request or the expiry of the deadline for
processing the request, and for 1 year from the
expiry of the relevant 5-year period.

connection

4. Data Security

Within Gryphon and related personal data
processing operations, appropriate technical
and organizational measures have been
implemented to ensure security commensurate
with the risks. These measures include:

Kontaktné udaje: napr. bydlisko /
koreSpondenc¢na adresa pouzivatela, emailova
adresa pouzivatela, telefénne Cislo pouZivatela.
Technické a operativne Gidaje z koncovych
zariadeni: napr. IP adresa, MAC adresa
zariadenia.

Dalsie Gdaje: napr. prevadzkové zdznamy
(napr. aktivity pouZzivatelov, pokusy o pristup,
toky dat, chyby systému), metadata (napr.
nazov, typ, velkost siboru, datum vytvorenia /
zmeny).

3. Uchovavanie adajov

Udaje
prevadzkou

spracivané v sulvislosti s
Gryphon (napr.
technické/operativne Udaje, MAC adresa, IP
adresa, licencia a podobne) sa uchovavaju
pocas obdobia, kym pouzivatel vyuziva sluzbu,
a po ukonceni vyuzivania sa spracuvaju vo
pseudonymizovanej
anonymizovanej (viac sa nejedna o osobné
udaje).

Udaje spractivané pre Gcely zlepSovania a
optimalizacie sluzby (analytika, prevencia
zneuzitia) sa uchovavaju pocCas obdobia
vyuzivania sluzby a nasledne 3 roky po jej
ukonceni.

Udaje spractvané v savislosti s dopytmi,
poziadavkami zakaznikov (pouzivatel'ov)
sa uchovavaju maximalne 1 rok po vybaveni

forme alebo

poziadavky.

Udaje spracaivané v savislosti s vykonom
prav dotknutych oséb (napr. Ziadost o pristup
k udajom) sa uchovavaju po dobu 5 rokov od
Ziadosti dotknutej osoby alebo
marneho uplynutia lehoty na vybavenie Ziadosti
a 1 rok od uplynutia prislusnej lehoty 5 rokov.

vybavenia

4. Bezpeénost Gdajov

V ramci Gryphon a suvisiacich spracovatelskych
operacii s osobnymi Udajmi pri jeho pouzivani

boli implementované primerané technické
a organizatné  opatrenia pre  zarucenie
bezpecnosti zodpovedajucej rizikdm. Medzi

tieto opatrenia patria:



encryption of data during transmission and
storage ("encryption in transit and at rest"),
role-based access policies (RBAC) - access is
restricted to authorized users only,
monitoring of
processing operations,

data backup and recovery capability,

regular testing and evaluation of security

incidents and audits of

measures.

5. Changes to This Privacy Policy and
Language Versions

IstroSec may occasionally update or revise this
Privacy Policy. Any changes will be announced
through an updated version posted on the
IstroSec website.

In the event of any inconsistency between a
translated version of this Privacy Policy and the
English-language version, the Slovak-language
version shall prevail and be considered the
authoritative text.

6. Contact Details

For more information about IstroSec’s privacy
practices or this Privacy Policy, please contact
us at:

Email: gdpr@istrosec.com

We appreciate your assistance in keeping your
personal data accurate. If you believe that any
data we process about you is incorrect, please
let us know at gdpr@istrosec.com.

Sifrovanie Udajov pri prenosoch a uchovavani
(,encryption in transit and at rest"),
pristupové politiky zalozené na role (RBAC) -
pristup patri len opravnenym pouzivatelom,

monitorovanie incidentov a audity
spracovatelskych operacii,

zalohovanie Gdajov a moznost obnovy,
pravidelné testovanie a hodnotenie

bezpecnostnych opatreni.

5. Zmeny tychto zasad ochrany osobnych
udajov a jazykové verzie

Spoloénost IstroSec mdze tieto zdsady ochrany
osobnych
alebo
oznamené

Udajov prileZitostne aktualizovat
revidovat. Akékolvek zmeny budu
prostrednictvom  aktualizovanej
uverejnenej na webovej
spoloc¢nosti IstroSec.

verzie stranke

V pripade akychkolvek nezrovnalosti medzi
preloZzenou tychto zasad ochrany
osobnych Udajov a anglickou verziou ma

verziou

prednost slovenska verzia, ktord sa povazuje za
zavazny text.

6. Kontaktné adaje

Pre viac informacii o postupoch spolo¢nosti
IstroSec v oblasti ochrany osobnych udajov
alebo o tychto zasadach ochrany osobnych
Udajov nas kontaktujte na adrese:

E-mail: gdpr@istrosec.com

Dakujeme vam za pomoc pri udrziavani
spravnosti vasich osobnych uUdajov. Ak sa
domnievate, Zze akékolvek Udaje, ktoré o vas

spracivame, sU nespravne, informujte nas o
tom na adrese gdpr@istrosec.com.



