Privacy Policy
This Privacy Policy is effective as of March 1% 2023

These Privacy Terms are also an integral part of our EULA and other contracts regarding the use of our Services.

PLEASE NOTE THAT UNLESS WE ARE NOT SPECIFICALLY BOUND TO APPLY THIS PRIVACY POLICY FOR PROCESISNG
OF DATA OF NON-NATURAL PERSON UNDER LAW, THEN THIS PRIVACY POLICY APPLIES ONLY IN CASES WHERE WE
ARE PROCESSING PERSONAL DATA OF NATURAL PERSON AS A CONTROLLER. IN CASE YOU ARE ACCEPTING THIS
PRIVACY POILICY AS A REPRESENTATIVE OF NON-NATURAL-PERSON (BUSINESS, ETC) THE DATA OF THE PERSON
YOU ARE ACCEPTING THIS PRIVACY POLICY FOR SHALL NOT BE CONSIDERED AS PERSONAL DATA AND YOU MAY
NOT REFFER TO THIS DOCUMENT IN ORDER TO RAISE ANY CLAIMS TOWARDS ISTROSEC.

We care about protecting your privacy. Therefore, please read these Privacy Policy carefully.

This Privacy Policy describes in detail how we collect, use, store and, where applicable, disclose your personal
information in the course of the various activities carried out by our company while providing our Services. If you
have any questions, inquiries or requests regarding your privacy, please contact us at gdpr@istrosec.com or
telephone +421 905 729 371.

If the term "IstroSec", "We", "Us", etc. is used in these Privacy Policy, it means IstroSec s. r. 0., with registered seat
Cernysevského 10, 851 01 Bratislava - mestskd ¢ast Petrzalka, Slovakia, ID: 53 849 060, registered in the Commercial
Register administered by Bratislava | District Court, Section Sro, Entry No 153430/B.

For the purposes of this Privacy Policy, the following terms shall have the following meanings:

"Personal Data" means any personal data relating to a specific living natural person who is identifiable or could be
identified through such data and which we process for any of the purposes set out in these Privacy Policy.

"Controller" means the specific person who determines the purpose for which Personal Data is processed and is
our company in accordance with this Privacy Policy.

“Data Subject” means any individual person who can be identified, directly or indirectly, via an identifier such as a
name, an ID number, location data, or via factors specific to the person's physical, physiological, genetic, mental,
economic, cultural or social identity.

“EULA” means End user license agreement for our product GRYPHON IstroSec.

"Privacy Policy" means this Privacy Policy.

"Pseudonymised Data" means information and data about all Data Subjects or individual categories and groups of
Data Subjects that are anonymised and processed into a form that no longer permits the identification of a specific

natural person without the use of additional data.

"Processor" means a person other than the Data Controller in a particular case who processes Personal Data on
behalf of the Data Controller in a particular case.

"GDPR" means Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the
protection of natural persons with regard to the processing of personal data and on the free movement of such
data.

"Services" means services provided under EULA and as part of our products GRYPHON IstroSec and its parts.

"Personal Data Protection Act" means Act No. 18/2018 Coll. on the Protection of Personal Data and on
Amendments and Additions to Certain Acts.



We process your Personal Data in accordance with the GDPR and the Personal Data Protection Act. In case GDPR
and Personal Data Protection Act are not applicable in your case, please read the final provisions regarding
interpretation and applicability of this Privacy Policy.



As a Data Controller, we will process the following Personal Data about you

Data collected:

First and last name:

Mailing address:

E-mail address

Telephone number

Business Identification Number

Tax Identification Number

VAT number

License information

(product name, license
information, activation and
expiration information)

IP address

MAC address

Device fingerprint

(Software and hardware
information)

Technical and Operational Data

(Systems and related
environment from which you
access our Services - agent type

When we collect the data from you:

We collect your first and last name as part of licensing information and contact
information necessary for your identification as person with right to our
Services.

We collect your mailing address as part of licensing information and contact
information necessary for your identification as person with right to our
Services. Your mailing address is also collected whenever you contact us by post
office.

We collect your e-mail address as part of licensing information and contact
information necessary for your identification as person with right to our
Services. E-mail address is also collected in case you contact us through e-mail
and if you fill in the e-mail address into contact forms we made available, unless
you contacted us without providing a return address.

We collect your telephone number as part of licensing information and contact
information necessary for your identification as person with right to our
Services. Your telephone number is also collected whenever you contact us by
phone, unless you block visibility of your telephone number.

We collect your Business Identification Number as part of licensing information
necessary for your identification as person with right to our Services. If Business
Identification Number is not provided specifically to you as a natural person,
then it shall not be considered a Personal Data.

We collect your Tax ldentification Number as part of licensing information
necessary for your identification as person with right to our Services. If Tax
Identification Number is not provided specifically to you as a natural person,
then it shall not be considered a Personal Data.

We collect your VAT number as part of licensing information necessary for your
identification as person with right to our Services. If VAT number is not provided
specifically to you as a natural person, then it shall not be considered a Personal
Data.

As part of data necessary for installation and use of our Services we pair license
information to individual users. These data are collected during installation and
use of our Services.

We collect IP Address of all computers for which our Service is being used. IP
Address is collected during use of our Service.

We collect MAC Address of all computers for which our Service is being used.
MAC Address is collected during use of our Service

You may change extent of the data we collect by editing settings of your Services
on your device.

Based on your settings we will collect technical and operational data related to
computer for which our Services are provided as a necessary information for



and version, license information,
UUID, and third-party systems
used in connection with the
Services)

Data received from an endpoint
to the web console

(- Endpoint identifying
information: for example:
hardware thumprint,
PC/domain name, IP addresses,
user names..

- Alerts generated by the
endpoint

- Information based on console
configuration

- Information  about the
installation process)

Data collected by IstroSec from
an endpoint or web console

(- Crash Dumps and debug
information

- Anonymized Telemetry
(performance, etc. ))

Data Collected by the web
console

(- License information
- Contact information

- Information gathered from
endpoints as stated before)

Threat Data

(Information about threats and
potential threats identified on
endpoints. Examples include
malware, URLs, processes or
techniques, metadata, or other
data that is potentially related
to unauthorized third parties)

Personal Data that you provide
to us in the event that you
contact us

proper function of our Services. Technical and operational data are collected
whenever you use our Services.

You may change extent of the data we collect by editing settings of your Services
on your device.

Based on your settings we will collect console data related to computer for
which our Services are provided as a necessary information for proper function
of our Services. Console data are collected whenever you use our Services.

Information about threats and potential threats identified on endpoints.
Examples include malware, URLs, processes or techniques, metadata, or other
data that is potentially related to unauthorized third parties.

These data are collected whenever you use our Services and serve to deal with
threats that are detected. Thread data are also collected in order to further
improve our Service and adapt to new threads that you may be exposed to.

In the event that you choose to contact us, in which case we will process
Personal Data about you that is necessary for us to communicate with you and
deal with your request, if any.



Method of processing your Personal Data and legal basis for processing

As a Data Controller, we process your Personal Data to the extent and in accordance with this Privacy Policy and
for the purposes set out below in this Privacy Policy.

Sale of Services and performance of obligations under a contract for the sale of Services

Purpose of We process the Personal Data provided by you when ordering Services in accordance with

Processing the EULA and relevant sales contract for Services for the purpose of identifying you as a
party to the contract and for the purpose of providing the Services ordered by you and
fulfilling any subsequent obligations under the contract for the sale of the Services (e.g.
handling a complaint, handling a withdrawal, etc.).

Processing method We process your Personal Data in the scope of name and surname, business ID, Tax ID,
VAT ID, residence address, e-mail address and telephone number in such a way that we
store them in our information system so that we can identify you as the person entitled to
delivery of the Services.

Legal basis The legal basis for the processing of Personal Data is the performance of a contract to
which you, as the data subject (legal basis according to Article 6 (1) (b) GDPR) ordering a
paid service, are a party.

Retention period Processing period Your Personal Data provided in connection with ordering goods will be
processed and stored for 4 years from end of contract period.

We will process the data in the range of first and last name, billing address, VAT number,
VAT number and VAT number on invoices issued for up to 10 years.

Operation of the Services and access to its functions

Purpose of Some of your Personal Data collected from your use of the Services (as described above)

Processing is necessary for our Service to properly operate, we process this to the extent necessary
to enable you to access the Services and use its features. The data include Threat data,
Console data, Technical and operational data, MAC Address, IP Address and license
information.

Processing method This Personal Data is processed automatically in our information system, which is used to
operate the Services.

Legal basis The legal basis for the processing of Personal Data is the necessity of this processing for
the purposes of making the Services you requested accessible (legal basis pursuant to
Article 6 (1) (b) of the GDPR Regulation).

Retention period Your Personal Data provided in connection with the operation of the Services and its
functions will be processed for the duration of your access to the Services and
subsequently as pseudonymised/anonymised data after you end the use of Services.

Providing, improving and optimising the operation of the Services

Purpose of We also use your Personal Data collected from the use of the Services (as described above),

Processing for the purpose of improving and optimizing the operation of the Services, to increase the
convenience of its use, to provide technical support for the Services, analytical and
statistical evaluation of the use of the Services, to detect and prevent misuse of the
Services (including the prevention of fraud, security incidents and other similar activities),
risk assessment and to comply with legal obligations. The data include Threat data,
Console data, Technical and operational data, MAC Address, IP Address and license
information

Processing method This Personal Data is processed automatically in our information system, which is used to
operate the Services. In most cases, the data is only stored in the form of statistics that
do not allow your specific identification.



Legal basis

Retention period

Purpose of
Processing

Processing method

Legal basis

Retention period

You can prevent such processing by not consenting to their use, objecting to their use.
However, some features of the Services may then not function properly. It is not possible
to refuse the storage of all data, as some of them are necessary to make the Services
accessible.

The legal basis for the processing of Personal Data in this case is our legitimate interest in
ensuring the proper operation of the Services and the optimization of its functionalities
(legal basis pursuant to Article 6(1)(f) of the GDPR Regulation) and fulfilment of the
obligations arising from the contract between you and our company (legal basis pursuant
to Article 6(1)(b) of the GDPR Regulation).

Your Personal Data collected for this purpose will be processed for the duration of your
use of the Services and for a period of 3 years from the termination of their use.

Answering questions, requests, queries

We process your Personal Data in the scope of first name, last name, email address and,
where applicable, any other data that you choose to provide to us by email or otherwise
for the purpose of contacting you as well as for the purpose of dealing with your question,
request or enquiry or to carry out other activities in connection with your question,
request or enquiry.

Your Personal Data will be processed in such a way that the content of your message
containing the question, request or enquiry is stored in our information system and is
subsequently made available to the person within our organisational structure who is
responsible for dealing with the question, request or enquiry.

The legal basis for the processing of Personal Data in this case is our legitimate interest in
ensuring the provision of proper services to our company (legal basis pursuant to Article 6
(1) (f) of the GDPR).

Your Personal Data will be processed for as long as is necessary to respond to your
question, request or enquiry or until other measures are taken in relation to your question,
request or enquiry, but for no longer than 1 year.

Handling requests in relation to the exercise of data subjects' rights under the GDPR

Purpose of
Processing

Processing method

Legal basis

Retention period

Purpose of Processing We process your Personal Data in the scope of first name, last name,
email address and, where applicable, any other data that you choose to communicate to
us by email or otherwise for the purposes of examining, assessing, taking action, handling
and informing you about the processing of your request regarding the exercise of any of
the rights under Articles 16 to 22 of the GDPR.

Processing method Your Personal Data will be processed in such a way that the content of
your message containing the request is stored in our information system and subsequently
the content is made available to the person who is in charge of processing the request
within our organisational structure.

Legal basis The legal basis for the processing of Personal Data in this case is the fulfilment
of our legal obligation (legal basis according to Article 6 (1) (c) GDPR).

Retention period In this case, your Personal Data will be processed and stored for the
period of processing your request and subsequently for a period of 10 years from the date
of processing.



Who we disclose your Personal Data to

We will disclose your Personal Data to third parties in the following cases:

e where we are under an obligation to do so under applicable law, in particular at the request of law
enforcement authorities, courts, other public authorities or other authorised persons;

e in case a third-party administrator is set to manage defence of your systems by you or us (you shall be
notified about identity of the third-party administrator if this is relevant);

e ifitis necessary for the performance of our duties and to safeguard our legitimate interests, in
particular to our lawyers, consultants, auditors, IT service providers, etc..

We enter into Personal Data processing agreements with persons who have the status of Processors in accordance
with the GDPR and Processors always process Personal Data on IstroSecs instructions and on IstroSecs behalf. All
of our Processors process Personal Data in accordance with this Processing Policy.

List of processors and their contact details:

- Noone outside IstroSec



Transfer of Personal Data outside the EU

We do not transfer your Personal Data outside of the European Economic Area, should this occur in the future, we

will ensure that this transfer takes place under the terms and to the standard set out in the GDPR and the Data
Protection Act.



Your rights in relation to the protection of Personal Data

Right to withdraw consent

Right of access

Right to rectification

Right to erasure (to be
forgotten)

Right to Restrict Processing

Right to data portability

Right to object

Right to file a claim for the
initiation of proceedings for the
protection of Personal Data

Where we process your Personal Data on the basis of your consent, you have
the right to withdraw that consent at any time. You can withdraw your consent
electronically by contacting us at gdpr@istrosec.com. Withdrawal of consent
does not affect the lawfulness of the processing of Personal Data that we have
processed about you on the basis of that consent.

You have the right to be provided with a copy of the Personal Data we hold about
you, as well as information about how we use your Personal Data. In most cases,
your Personal Data will be provided to you in written paper form, unless you
request a different method of disclosure. If you have requested this information
by electronic means, it will be provided to you electronically where technically
feasible.

We take reasonable steps to ensure that the information we hold about you is
accurate, complete and up to date. If you believe that the information we hold
is inaccurate, incomplete or out of date, please do not hesitate to ask us to
correct, update or complete the information.

You have the right to ask us to erase your Personal Data if, for example, the
Personal Data we have collected about you is no longer necessary to fulfil the
original purpose of the processing. However, your right must be considered in
light of all the relevant circumstances. For example, we may have certain legal
and regulatory obligations which mean that we may not be able to comply with
your request.

In certain circumstances, you are entitled to ask us to stop using your Personal
Data. These include, for example, where you believe that the Personal Data we
hold about you may be inaccurate or where you believe that we no longer need
to use your Personal Data.

In certain circumstances, you have the right to ask us to transfer the Personal
Data you have provided to us to another third party of your choice. However,
the right of portability only applies to Personal Data that we have obtained from
you by consent or under a contract to which you are a party.

You have the right to object to the processing of Personal Data that is based on
our legitimate interests. If we do not have a compelling legitimate ground for
processing and you object, we will not process your Personal Data further.

If you believe that your Personal Data is being processed unfairly or unlawfully,
you may file a complaint with the supervisory authority, which is the Office for
the Protection of Personal Data of the Slovak Republic, Hrani¢na 12, 820 07
Bratislava 27; telephone number: +421 /2/ 3231 3214; e-mail:
statny.dozor@pdp.gov.sk, https://dataprotection.gov.sk.

If the application is submitted electronically, it must comply with the
requirements of Section 19 (1) of Act No 71/1967 Coll. on Administrative
Proceedings (Administrative Procedure Code).


mailto:statny.dozor@pdp.gov.sk
https://dataprotection.gov.sk/

Final provisions

Security

All Personal Data that we collect and process is protected by appropriate technical means and security measures
to prevent unauthorized access to or misuse of such Personal Data. We continuously improve and implement new
administrative, technical and organizational measures to ensure adequate security of Personal Data.

Notwithstanding all of our measures, it is important to keep in mind that data transmission over the public network
of the Internet or any storage of electronic data cannot be 100% secure..

Changes to the Terms
We are entitled to change or modify this Privacy Policy at any time.

If we make any changes to these Privacy Terms, we will post the new Privacy Terms and we will also notify you of
the change to the Privacy Terms by email, as appropriate.

Such changed Privacy Terms will be effective and effective as of the time we designate as the effective and effective
date, and by using the Services, you signify your agreement to these new Privacy Terms.

Applicability

Provisions of this Privacy Policy shall apply in all cases where GDPR is applicable. In cases where GDPR is not
applicable We reserve to apply provisions of this Privacy Policy selectively or not in its entirety. In case other laws
than GDPR apply in your particular case, We shall follow then in a appropriate manner.

Contact Us

If you have any questions, queries or requests about this Processing Policy, wish to withdraw your consent or
exercise your rights, please contact us by email at gdpr@istrosec.com.



